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Introduction
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[1] Based on E. Mobs,
The CERN accelerator complex — 2019,
cds.cern.ch/record/2684277
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Introduction CROME - CMPU
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ROMULUS — REMUS communication protocol

« ROMULUS library [2]
Embedded SCADA Server
_ . Application Application
+ Used by CMPU application and REMUS . TCP/P
server 06_ ROMULUS Library [« » ROMULUS Library
N Customized Linux 64-bit architecture
« Custom protocol on top of TCP/IP L InUsWindows
. ] ARM Core
* Real time measurement streaming
» Historical data retrieval - Safety critical
g calculations and
. 3 ti
- Commands to read and write safety- N aerons
critical parameter configuration REMUS [3]
> Needs to be safe and robust w \§ »
@ - 9 [3] A. Ledeul, G. Segura Millan, A. Savulescu,
B. Styczen, and D. Vasques Ribeira, “CERN
Supervision, Control and Data Acquisition System
[2] A. Yadav, H. Boukabache, K. Ceesay-Seitz, D. Perrin, “ROMULUSIib: An autonomous, TCP/IP-based, for Radiation and Environmental Protection”, in
multi-architecture C networking library for DAQ and Control applications”, MOBRO01, this conference.

Proc. 12th International Workshop on Personal
Computers and Particle Accelerator Controls
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Robustness Testing

e Robustness:
 According to 610.12-1990 IEEE Standard Glossary of Software Engineering:

Robustness is “the degree to which a system or component can function correctly in the presence of invalid
inputs or stressful environmental conditions”

 Robust systems:

 are stable in unforeseen operating conditions,
» do not accept invalid input,

» do not produce faulty output when presented with unexpected input [4]

 Robustness Testing: Evaluate the system’s response to unexpected/invalid inputs.

« Common techniques: model-based techniques, fault injection, fuzzing, interception, code changes,
injection and mutation testing [9]

[4] S. Shah, D. Sundmark, B. Lindstrom, S. Andler, “Robustness Testing of Embedded Software [5] N. Laranjeiro, J. Agnelo, J. Bernardino, “A Systematic Review on Software Robustness Assessment”,
Systems: An Industrial Interview Study”, in IEEE Access 4: 1-1, pp. 1859-1871, 2016, in ACM Computing Surveys, vol. 54, issue 4, nr. 89, pp. 1-65, 2021, doi:10.1145/3448977
10.1109/ACCESS.2016.2544951.
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RomLIbEmu —
ROMULUS Library Emulation and Test Tool

* Functionality tested with various tools

ETH pHoR  TCP ROMULUS DATA FRAME e
« RomLibEmu: Test robustness of e
« ROMULUS library ) HEADER DATA FOOTER
. ] oo 23bytes A variable #bytes - 2bytes
 Embedded userspace application g ‘
 Motivation:
 Availability
er Pll\gﬁ«M VA'II-UE PAI\[I;QM VAI2.UE Pll\gﬁM VAIrs]UE
» Reduce risk of application crashes
» Reliability/Safety [2]

* Avoid unpredictable system behaviour
due to invalid inputs

[2] A. Yadav, H. Boukabache, K. Ceesay-Seitz, D. Perrin, “ROMULUSIib: An autonomous, TCP/IP-based,
multi-architecture C networking library for DAQ and Control applications”, MOBRO01, this conference.
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RomLIbEmu —
ROMULUS Library Emulation and Test Tool

* Invalid packets may arrive due to

ETH TCP ETH
f PHR TP ROMULUS DATA FRAME CHK

« Afault in the ROMULUS library

HEADER FOOTER

 Afault in the CMPU application/REMUS driver =~ K bytes T variable #tytes K 2bytes

* Incompatible ROMULUS library versions used
by CMPU and REMUS

PARAM VALUE PARAM VALUE PARAM VALUE

ID 1 1 ] IDN N

» Unexpected network traffic

2
 Network overload 2

* [ntentional attacks

[2] A. Yadav, H. Boukabache, K. Ceesay-Seitz, D. Perrin, “ROMULUSIib: An autonomous, TCP/IP-based,
multi-architecture C networking library for DAQ and Control applications”, MOBRO01, this conference.
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RomLIbEmu —
ROMULUS Library Emulation and Test Tool

« Motivation for RomLibEmu poation Test Tool
« Existing test tools/kit use ROMULUS library for % , TCP/P ,
. ) ROMULUS Library [« » ROMULUS Library
communication g
) ) N Customized Linux 64-bit architect
. ROMUL_US library was built to create protocol L e
conforming messages ARM Core
« Cannot create malformed packets intentionally
- No means to test what happens if = Safety critical
invalid/unexpected packets are received by g | | caloulatonsand
CMPU ¢ actions o
Existing manual test tools

« Automated regression testing . a\%
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RomLIbEmu —
ROMULUS Library Emulation and Test Tool

* Independently developed

. . Embedded : -
based on protocol specification Application RomLibEmu
TCP/IP
« Python 3.7 & | | RoMULUS Library |« socket
g pandas datetime
N Customized Linux texttable  numpy ‘
Python Libraries P pgthOﬂ
» Send and receive packets via TCP/IP
ARM Core 64?bit arc_hitecture
» Check for expected response Linux/Windows
o Safety critical
g calculations and
« Test cases s actions
* Dictionaries of messages
» Customized modules/functions

using RomLibEmu’s features

Y
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RomLIbEmu —
ROMULUS Library Emulation and Test Tool

dataConversionHelpers

dataUtilities

« Object-oriented — easily T V\

adaptable to future versions of _

romReceivePacket romSendPacket
protocol or application \ /
romExpectedPacket genRomLibParamDefs genRomPackDefs

» Protocol messages and

application parameters are / T

generated from input based on romPacket genAll

specification and

\ metadata
stored into dictionaries . ]
romLibEmu

lib
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RomLIbEmu

» Classes and Utility functions for
constructing well-formed
ROMULUS packets

» Auto-completion of
« ROMULUS packets (checksum,
data length field)
« Expected response (response code,
data length, checksum - if value is

known)

* Robustness:
 Possibility to construct malformed
packets from raw byte string data

20 October 2021

ExpectedPacket

Packet
DLC : bytes
SENT TIME : str Eg;%f Sstr
ot

expectedPacket SENT_TIME : str
sendPacket expNP

. expected_ACK : bytes
autocomplete() expected CMDCODE

autocompleteAnswer()
check(recvPacket: ReceivePacket)
createExpectedData(): str
importPacket(packet)

maxDLC(): int

save(packetName: str, filename: str)
setCHECKSUM(CHECKSUM: str)
setCMDCODE(CMD_ CODE: str)
setDATA(DATA: str)
setDATAdict(dataln, cmdType)
setDLC(DLC: str)

setDLCInt(dlc: int)

setExpected ACE
setExpectedCM]
setExpectedDAT
setExpectedDAT
setExpectedErro
setExpectedIDS!
setExpectedNP(
setExpectedSEQ
setIDSOURCE(
setNP(NP: str)
SetSENTTIME(:
setSEQID(SEQ
toString()
updateChecksun

expected DATA : bytes
expected IDSOURCE : bytes
expected SEQID : bytes
expected_answer : bytes
expected_error : str

calculateExpectedCMDCODE(cmdcode)
calculateExpectedData(sentPacket): list
calculateExpectedNp(sentPacket: SendPaclker)

checkPacketStructure(sentPacket: Sen
errorMsg(what: str, expected, recievec

DataUftilities

importPacket(packet)
initZero()

setDATAdict(dataln, cmdType)

bigToLittleEndian(word)

RomLibEmu

createCheckPacket(pIn: str, rawData): Packet
decodeData(cmdCode, sent, received, expected)
displayResultsSummary(nbPassed: int, nbFailed: int, Total)
displaySentPacket(name: SendPacket, sent)
displaySummary(name: SendPacket, sent: ReceivePacket, recv: ExpectedPacket, exp)
getStatusAsDict(testcaseName, idSource, seqld): dict
log(msg, errMsg)
readStream(filename)
sendAndCheckPacket(testcaseName: Packet, packet, check, host, port, printPack: bool, logOnlyErrorsLocal): bool
sendAndCheckPacketList(cmdList, pauseAfterEachTest: bool, check: int, port, printPack: bool, logOnlyErrors): dict
sendPacketAndReceiveAnswer(host: int, port: SendPacket, packet): ReceivePacket
sefParameters(testcaseName, idSource, seqld: dict, parameters, printPack)

testSaveAndImport(filename: str, packetName: str, IDSOURCE: str, SEQID: str, CMDCODE: str, NP: str,
DATA: str, expected IDSOURCE: str, expected SEQID: str, expected ACK: str, expected DATA)
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est case definition

TestCase={'ID SOURCE': idSource,
'DAT {"Integral2Time":
expected ACK': =.acks["”
‘expecte IDSOURCE': expectedIdSource,
p = Packet(TestCase)
p.autocomnlatall
pCheck = e.createCheckPacket(p)
TE€SLLase ,r: . : : ‘

testCases["Interfa tressTestl6 part2check"] = pCheck

: idSource, - [D': seqld,
{"Integral2Time":0x11111111, yuntConfig": € 'CMD E': rle.cmdCodes|[”
e.acks["] 1sistentF
expectedIdSource,

p = Packet(TestCase)
p.autocomplete()
testCases|
testCases|

@\ 20 October 2021 Katharina Ceesay-Seitz | RomLibEmu: Network Interface Stress Tests for the CERN RadiatiOn 13

) Monitoring Electronics (CROME)



est case definition

TestCase={"1 OURCE': idSource,
'DAT {"Integral2Time" : 0x222: tConfig": IDE': rle.cmdCodes|

axpecte
‘expects

p = Packet(TestCase)

p.autocomplete()

pCheck = rle.createCheckPacket(p)

testCases["Interfa tressTest] .

testCases["Interfa tressTestl6 part2check"] = pCheck

TestCase={"'1 OURCE': idSource, ' [D': seqld, 3%,
'DA Integral2Time" :0x11111111, intContlig": € 'CMD ( E': rle.cmdCodes|[”
e.acks["] 1IsistentFrame
expectedIdSource,

p = Packet(TestCase)

p.autocomplete()

testCases["Interf :

testCases["InterfaceStressTs 16 parts k' pCheck
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OURCE': expectedIdSource,
| }
p = Packet(TestCase)
p.autocomplete()
pCheck = e.createCheckPacket(p)
testCases["Interfa tres tl irtl
testCases["Interfa tressTestl6 part: k"] = pCheck

TestCase={"'1 yOURCE "' : Souran. DLty
'DATA' : Inteqgral2Time": 133 L1,
LE.dCKS | 1 1
OURCE': expectedIdSource,
Xpe }

p = Packet(TestCase)

p.autocomplete()

testCases["Interf ]

testCases["InterfaceStressTestl6 part4 k"] = pCheck
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est case output

InterfaceStressTest26 Result: Su
InterfaceStressTest28 Result: Su
InterfaceStressTest29 Result: Su
InterfaceStressTest31 Result: Su
InterfaceStressTest32 Result: S
InterfaceStressTest36 41 partl ResuLt Su

InteridcestressTestSb_dl_partEcheck Result: Su

InterfaceStressTest36 41 part3 Result: Su

InterfaceStressTest36 41 pdrtdcheck Result: Su

InterfaceStressTest39 Result: Succe
InterfaceStressTest39.1 partl ResuLt Success
InterfaceStressTest39.1 part2check Result:

Foo - Foo - Fo - Foo - Fo - Fo - Foo - Fo- - Fo- - Foo - InterfaceStressTest39.1 part3 Result: Success

| NAME |  ORIGIN | SENTTIME | DLC | IDSOURCE | SEQID | CMDCODE | NP ' ACK ' InterfaceStressTest39.1 partdcheck Result:

T S e T e ZnterfaceStressTestd3 partl Result: Succes

| InterfaceSt | | 2021-10-20 | | aoeepoeafttf | | | | | 11111111112400000€ 1. '_ArIdr_eSf.ressTest‘H_percheck Result: Su

I EESSTEStlﬁ— I I éé;il:SS'ST I I Solliiiiiin I I i : : InterfaceStressTest43 part3 Result: Su
InterfaceStressTest43 partdcheck Result: Su

fpm============ fpm============ fpm============ fpm============ fpm============ fpm============ fpm============ fpm============ fpm============ fpm================== . e

| InterfaceSt | | 2021-10-20 | | aacoe008000 | | | | Inconsisten | InterfaceStressTest51.1 Result: Su

| ressTest16_ | | 11:21:53.57 | | 2ap000EE000 | | | | | InterfaceStressTestGd Result: Su

| 3 | | 6331 | | | | | | | InterfaceStressTest61l Result: Su

e ___ o ___ o ___ o ___ o ___ o ___ o ___ o ___ o ___ o ___ InterfaceStressTest62 37 partl ResuLt Success

| InterfaceSt | EXPECTED | 2021-10-20 | | 220000800680 | 0060 | o9 | @ | Inconsisten | InterfaceStressTest62 37 part2check Result: Su

| ressTestl6 | | 11:21:53.57 | | 2a00OOOEROO | | | | tFrame | InterfaceStressTest62 37 part3 Result: Success

| 3 | | 6331 | | | | | | | InterfaceStressTest62_37 partd4check Result: Su

Sfessssss====== Sfessssss====== Sfessssss====== Sfesssssss===== Sfesssssss===== Sfesssssss===== Sfesssssss===== Sfesssssss===== Sfesssssss===== Sfessssssss========== InterfaceStressTest63.1 partl Result: Success

InterfaceStressTest16_3 Result: Success InterfaceStressTest63.1 partZcheck Result: Su

G==ss===s====== A=s=ss========= A=s=s========== A=s=sss===s===== A=s=ss====s====== A=s=ss========= A=s=ss===s===== A=s=sss===s===== A=sss========= isssssssssssssss==== InterfaceStressTest63.1 part3 Result: Success

| NAME |  ORIGIN | SENTTIME | DLC | IDSOURCE | SEQID | CMDCODE | NP | ACK | InterfaceStressTest63.1 partdcheck Result: Su

reE T et e e e e m e e e e e e e === [ ntar faceStressTest63.2 Result: Success

| Inter_‘c’ ZsoL | = SEn | 2021-18-20 | B2 | peeeeeeefff | coee | o8 | B2 | NOTHING ! 1124 InterfaceStressTest64.1 Result: Su

| ressTestl6_ | - 1}:21:53'5? | | 80008000000 | | | | InterfaceStressTest64.2 Result: S

{_f ___________ l _____________ l_f_?? ________ l _____________ l _____________ l _____________ l _____________ l ____________ > l ________________ InterfaceStressTest65 Result: Su

| InterfaceSt | <= RECEIVED | 2021 10-20 | 6b | 22000000000 | 0000 | oA | 02 | Ack | 11222206002401008Ng Ler TaceStressTest65 check Result: S

| ressTest16_ | | 11:20:53.57 | | 2ap000EE000 | | | | | IgerfaceStressTest66 Result: Su

| 2 | | 6119 | | | | | | | In' erfaceStressTest66_check Result: S

e ___ o ___ + N o ___ o ___ o ___ o ___ o __ W ___ o ___ o ___ In’ erfaceStressTest67_partl Result: Succes

| InterfaceSt | EXPECTED | 2021 10-20 | | 2a0pEEEEEEE | GEBO | oa | 2 | Ack | 11222200002401000¢) terfaceStressTest67_part2check Result: S

| ressTestl6 | | 11:.1:53.57 | | 2aBEEEEE00D | | | | | InterfaceStressTest67 part3 Result: Iccess

N | | 6719 | | | | | | InterldLeStressTestG?_pdrt4Lheck Result: 5

Sim= ========= Simss========== T om=========== Sims=========== Sims=========== Sims=========== Sims=========== Sims=========== S . —============ InterfaceStressTest67.1 Result: Su

IntertalnStressTest16 2.7Csult: Success InterfaceStressTest67.2 Result: S

InterfaceStressTest67.3 Result: Su
InterfaceStressTest67.4 Result: S
InterfaceStressTest68 Result: Su
InterfaceStressTest69 Result: Success
InterfaceStressTest69.1 Result: Su
InterfaceStressTest69.2 Result: Su
InterfaceStressTest69.3 Result: Su
InterfaceStressTest70 Result: S
InterfaceStressTest71 Result: Su
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RomLIbEmu - Results

Test goal / response classification according to CRASH scale [6]:

(originally developed to classify robustness test response of Operating Systems (OSs))

Adapted to CROME:

Catastrophic — The OS crashes. o
Availability
Restart — The CMPU Application hangs and requires a restart.
Abort — The CMPU application crashes. _
Silent/Safety — An error response is expected but does not get returned.
: .. - Safety
Unknown data may be used in safety critical decisions!

Hindering/Harmless — A wrong error code is returned by the CMPU. Functionally wrong,

but safe response.

Functional — Expected error code is returned, protocol specification is not met.

_ Functionality

—

[6] P. Koopman, J. Sung, C. Dingman, D. Siewiorek and T. Marz, "Comparing operating systems using robustness benchmarks,"
in Proceedings of SRDS'97: 16th IEEE Symposium on Reliable Distributed Systems, 1997, pp. 72-79, doi: 10.1109/RELDIS.1997.632800.
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Results

Regression test suite is executed before new software/firmware versions are released.

Failed test cases categorized according to adapted CRASH scale.

Test Run Date of SW  Silent/Safety Abort Restart Hindering/ Functional
Harmless
1 04/09/19 19 2 1 3 2
2 11/12/19 10 4 0 3 2
3 20/12/19 6 0 0 3 2
4 26/05/20 6 0 0 3 3
5 02/03/21 2 0 0 3 2
6 30/09/21 0 0 0 3 0
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RomLibEmu — Results Examples

« “Abort” — application crashes caused by:
« TCP frame with maximum data length, data all Os
« ROMULUS packet length > maximum, specified data length: 0, wrong ROMULUS checksum
« Afloating point parameter being set to a quiet NaN (Not a Number)
 Many commands sent in parallel to the command port

« “Silent/Safety”:

 Invalid floating point values (NaN, infinites) — quietly accepted by the application and passed to the safety
critical calculations inside PL

« Packets with invalid structure were processed:

» Application read beyond field lengths. E.g. checksum was interpreted as parameter.
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Results

Test Run Date of SW Nr. Test Cases Passed Failed

1 04/09/19 57 30 27
2 11/12/19 58 39 19
3 20/12/19 64 53 11
4 26/05/20 65 53 12
5 02/03/21 81 74 7
6 30/09/21 83 80 3

83 main test cases — 251 sub test cases
5 availability, 19 safety, 2 functional bugs found and fixed

Several regressions detected before software/firmware was released into long-term test.
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Conclusion

 Benefits of robustness tests:

* Find faults that functional tests can’t find

Benefit of automated test suite:

Discover regressions early

e Qutlook

* Functional tests with random inputs

« HW/SW Co-Verification

« Security

« Automated regression runs with CI/CD
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Thank you!

<

Contact:
home.cern katharina.ceesay-seitz@cern.ch



References

[1] Based on E. Mobs, The CERN accelerator complex — 2019, cds.cern.ch/record/2684277

[2] A. Yadav, H. Boukabache, K. Ceesay-Seitz, D. Perrin, “ROMULUSIib: An autonomous, TCP/IP-based, multi-architecture C
networking library for DAQ and Control applications”, in Proc. 18th Int. Conf. on Accelerator and Large Experimental Physics
Control Systems (ICALEPCS 2021), Shanghai, China, Oct. 2021, paper MOBRO01, this conference.

[3] A. Ledeul, G. Segura Millan, A. Savulescu, B. Styczen, and D. Vasques Ribeira, “CERN Supervision, Control and Data
Acquisition System for Radiation and Environmental Protection”, in Proc. 12th International Workshop on Personal Computers
and Particle Accelerator Controls (PCaPAC’18), Hsinchu City, Taiwan, Rep. of China, 2018, pp. 248-252. doi:0.18429/JACoW-
PCaPAC2018-FRCC3

[4] S. Shah, D. Sundmark, B. Lindstrom, S. Andler, “Robustness Testing of Embedded Software Systems: An Industrial
Interview Study”, in IEEE Access 4: 1-1, pp. 1859-1871, 2016, 10.1109/ACCESS.2016.2544951.

[5] N. Laranjeiro, J. Agnelo, J. Bernardino, “A Systematic Review on Software Robustness Assessment”, in ACM Computing
Surveys, vol. 54, issue 4, nr. 89, pp. 1-65, 2021, doi:10.1145/3448977

[6] P. Koopman, J. Sung, C. Dingman, D. Siewiorek and T. Marz, "Comparing operating systems using robustness
benchmarks," Proceedings of SRDS'97: 16th IEEE Symposium on Reliable Distributed Systems, 1997, pp. 72-79, doi:
10.1109/RELDIS.1997.632800.

200 Katharina Ceesay-Seitz | RomLibEmu: Network Interface Stress Tests for the CERN RadiatiOn
ctober 2021

Monitoring Electronics (CROME)



RomLIbEmu - Results

 Test categories:

1. Good cases — Packets that conform to the ROMULUS-REMUS communication protocol.
2. Application tests — Packets with correct ROMULUS packet structure, but bad parameter configuration.
3. Bad network connection — Simulating the loss of packets, long delay, etc.

4. ROMULUS library tests — Malformed ROMULUS packets that were generated due to bugs in the
ROMULUS library; Network packets that were not targeted to the CMPU but arrive because of
misconfiguration and are therefore treated by the application like legitimate traffic.

5. Denial-of-Service — Overload of the network interface by sending too many messages in a short time or in
parallel, unexpectedly long packets.

6. Intentional attacks

7. Regression tests — Test cases that have already revealed a bug in some version of the application or the
ROMULUS library
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